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Overview
This guide details how to install and configure the Restorify® client and server. It also incdudes
information for troubleshootinginstallation. The following high-level steps are covered in this guide:

1 Perform prerequisite tasks

9 Configure the client and server

1 Take aninitial VM snapshot

1 Configure incremental snapshots

System Requirements

Restorify Server and Restorify Client are designed to run on the 64-bit edition of Windows Server 2008
R2. Because Restorify must maintain an extra copy of some Hyper-V virtual machine files, you should
ensure that you allocate twice the storage amount that you would usually use with your server.

Install and Configure Restorify Server
Installing and configuring Restorify Server consists of four primary steps.

Note: These procedures are written for a Managed Service Provided (MSP) configuration, with
the MSP hosting backups for several customers, each of whom have an onsite Hyper-V server
hosting one or more virtual machines.

1. Configure the Restorify Server certificate. You must configure the server certificate before you
run the Restorify Server installation.

2. Create alocal user account on the server. You must create one user account for each customer
whose virtual machinesyou will be backing up and managing.

3. Install Restorify Server.

For avideo introduction to Restorify Server, and a demonstration of creating repository
directory and a sample customer user account, watch Restorify Server setup ¢ intro.

Stepl: Configurethe Restorify ServerCertificate

The Restorify Server machine receives data from client machines over anencrypted link using TLS/SSL.
Therefore, the Restorify Server machine must be configured with an SSL server certificate, the certificate
must be valid for the Server Authentication usage, and Restorify Client machines must trustit.

For avideo demonstration of creating a self-signed certificate for Restorify Server using
makecert.exe, watch Restorify Server setup ¢ preregs ¢ certificate.

Step2: Create a Local User Account on the Server
You must create one user account for every customer whose virtual machines you will be backing up
and managing.
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Step3: InstallRestorify Server
Before installing Restorify Server, please install the Application Server role. This can be done with
Windows Server Manager.

g For a video demonstration of installing the Application Server role, watch Restorify Server
setup ¢ preregs ¢ .NET.

Once the prerequisites are configured, the next stepis to run the Restorify Server installation file

(setup.exe). If Microsoft SQL Server Compact Edition 32-bit and 64-bit are not already installed, the

Restorify Serverinstaller will automatically install them before installingitself.

For a video demonstration of running the Restorify Server installer, watch Restorify Server
setup ¢installer.

During Restorify Server installation, you will see the following configuration screen.

fii Restorify Server |

RESTORIFY

The Setup Wizard needs the following information to continue,

File Pork: IM

Host Mame: I{hustname.dnmain.cum}

Repository Root: IC:\,RestDriFyServer

Please remember ko open the above port in wour Firewall,

Back. I Mexk I Cancel

For a video demonstration of opening a port for Restorify Server in the Windows Firewall,
watch Restorify Server ¢ preregs ¢ firewall.

The following table explains these configuration settings.

Setting Requirements

File Port The Restorify Server receives datafrom
Restorify Client machines via this port. It must
be openedin the host firewall.

Host Name The string must match the subject name
specified in the server certificate. For
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example, if the certificate subject name is
GoAJASNDSNIHSEIYLX So
string that must be used here.

Repository Root This is the path in the local file system where
Restorify will store the virtual machine backup
files uploaded by dients.

If you need to change the above settings after installation, run Restorify Server Console by clicking Start,
All Programs, Restorify, then Restorify Server. Then right-click on the Restorify Server Console window
and select Settings. This is shown in the following screenshot.

Resturify server Console

VM Name | v size (c8) | Last Backup

3 1/5/2010 4:58:27 PM

Import VM

Install andConfigureRestorifyClient
Before installing Restorify Client, please install the Application Server role. This can be done with
Windows Server Manager.

Installing and configuring Restorify Client primarily consists of running the Restorify Client installation
(RestorifyClient.msi) installer on the Hyper-V servers that host the VMs that you want to protect. The
will walk you through installing the client and configuring backups.

1. Run the Restorify Client installation file
2. Create an initial backup image
3. Import the initial backup image to the server
4. Configure incremental backup
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Step 1:Ruwn the Restorify Client Installation File

On each Hyper-V host that you want to protect, run the RestorifyClient.msi file to install Restorify Client.
After you have installed the client, open it by clicking Start, All Programs, Restorify, then Restorify Client.
If you have not previously configured Restorify Client, you will be presented with the settings page. The
following screen shot shows the settings page with sample data that is consistent with the server
configuration used in the Install and Configure Restorify Server section.

Resturiﬁr =]

Client File Repository c:\RestorifyClient
Server DNS Name JWSECURE-HY
Account Name test
Account Password

Fle Transfer Port

Note: You may change these initial configuration settings at any time. To do this, right-
click within the client program, and then click Settings The following screen shot shows
this right-dick option.

g For avideo demonstration of installing Restorify Client, watch Restorify Client setup.

Regarding the client configuration options shown above:

9 Client File Repository ¢ thisis the local directory on the Hyper-V server where Restorify
will store copies of the files being replicated. This location must have sufficient space to
a copy of each VM being backed up.

9 Server DNS Name ¢ this must match the server configuration and server certificate.

1 Account Name ¢ this is the account that will be used to authenticate to the server.
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9 Account Password ¢ password for the account above.
9 File Transfer Port ¢ this must match the server configuration.

[N restorify

Local Virtual Machines I:e Backups

Help
XPA

About . 11/11/2009 7:12:01 AM

W508-3

After you have configuredthS Of A Sy (@ Bestaiif$ ClidintlugéringerIace will appear, listing VMs
and their backups. In the following screen shot, the following items are listed:

1 Three VMs are on the local Hyper-V host

1 The VMs called SO8R2A and WS08-3 are not running

1 The VM-called XPAis running

9 The server has a backup of XPA dating to 11/11/09 at 7:19 AM.
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EX Restorify

Local Virtual Machines Femote Backups

XPA

L ]
Ly |:'| . '
~UBR2: . 11/11/2009 7:13:01 AM

Step 2:Createan Initial Backup Image
Once Restorify Server and Restorify Client are correctly configured, the next step is to create an initial
image of the VMs that you want to backup.

To create an initial backup image

1. Open Restorify Client.
2. Intheleft-hand pane, right-click the VM that you want to image, and then click Create Initial

Backup ImageThe following screen shot shows this option selected.

Note: For demonstration purposes, the screen shot shows XPA being selected for initial
backup. However, this is unrealistic in this sense since the server already has an image

of XPA.
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Local Virtuzl Machines Remote Backups

XPA

[ ]
I 11/11/2009 7:19:01 AM

WS08-3 n

Create Initial Backup Image

Backup

Refresh

3. Restorify will next ask you to specify a location to store the initial backupimage. If you are ata
customer site and will be transporting the image to your LAN, the location to store the initial
backup image would typically be a USB hard drive.
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EN rRestorify

Where do you want to save the initial backup files?

4. After you specify a location, Restorify will proceed to take create an initial backup image
(snapshot) of the selected VM. The following screen shot shows the progress page for the initial
backup image process.

Note: For guest operating systems that support Hyper-V integration services (and
that integration services are actually installed on the VM in question), the snapshot
processis completed without interrupting the guest machine. If integration services
are not installed, or not supported, the guest operating system might pause
momentarily and then resume.

Page 9
Copyright © Restorify, LLC




EN rRestorify

Create an Initial Backup Image: XPA

Initializing the backup snapshot ...

5. After theinitial backup has completed and the files have been copied to the selected location,
you will be presented with either a success or failure dialog box. The following screen shot
shows the successful completion. If the process fails, record the error string that islisted in the
dialog box, and then review the Diagnostics and Troubleshooting section of this guide.

Create an Initial Backup Image |

':o:' The operation completed successfully.

For a video demonstration of creating an initial backup image using Restorify Client, watch
Restorify Client ¢ create initial VM image.

Step 3:Import the Initial Backup Image to the Server

Before importing the initial backup image, verify that the client user accounts have been created. If the
accounts have not been created, the import will fail since the import attempts to resolve those user
names and apply appropriate ACLs to the repository directories.
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To import the initial backup images to the server, logon to the server and use the ImportVm option with
wSaiG2NATe/ 2y/ £t A PSES

OAK2NI F2NJ wSaid2NATFe
tool in the Program Files\Restorify\Restorify Server directory. You must specify the source path of the

d2yazt s

VMs to import (typically corresponding to the USB drive used to transport the images from the customer

site, or sites).

To import the inital backup images to the server

1. Logon to the server.
2. Open Restorify Server.

3. Inthe Restorify Server Console window, right-click and select Import VM. The following screen
shot shows this option selected.

[ restorify Server Console

VM Mame

| M size (GB) |

Last Backup

Refresh

Cettings

4. Restorify will next ask you to specify the location of the initial backup image.
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Restorify Server Console

Where is the initial virtual machine backup image?

&:\rastarifyaxpart

The import will begin after you click Ok.

REStDrif‘_u" Server Console

Import

Importing the virtual machine ...

The following screenshot shows the successful completion of animport.
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nRestnriﬁr Server Console

=10 |

VM Name [ v size (cB) | Last Backup

3 1/8/2010 1:29:52 PM

Impork E

lol The operation completed successfully,

For a video demonstration of importing an initial backup image to Restorify Server, watch
Restorify Server cimport initial VM image.

Step 4:Configurelncremental Backup
Once the initial backup images have beenimported to Restorify Server, incremental backup can

proceed.

Important: Restorify uses TLS to encrypt datain transit during incremental backups.
However, we recommend that you also encrypt the data repository on the server. Most disk
encryption technologies will work well for this purpose. On Windows Server 2008 servers,
you can use the built-in BitLocker Drive Encryption technology. BitLocker to Go (available on
Windows Server 2008 R2) can also be used to encrypt portable USB drives. Tolearn more
about these options, see TechNet. For more information about running BitLocker with

Hyper-V, see this whitepaper.

To manually run an incremental backup

1. Inthe Restorify Client Ul, right-click a VM on the left-hand pane, and then click Backup
2. The backup process will begin. The following screen shot shows the Backup option in the client

ul.

Page 13
Copyright © Restorify, LLC



http://www.facebook.com/video/video.php?v=241703081996
http://technet.microsoft.com/en-us/library/dd835565(WS.10).aspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=2c3c0615-baf4-4a9c-b613-3fda14e84545&DisplayLang=en

Local Virtuzl Machines Remaote Backups

XPA

[ |
. 11/12/2009 1:32:45 PM

W508-3 n

Create Initial Backup Image

Backup

Refresh

Settings

Help

About

3. The following screen shot shows the incremental backup in progress. The process may take
several minutes, depending on the size of the VM disk and the amount of change it has
undergone since the previous backup.
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EN rRestorify

Backup: XPA

Initializing the backup snapshot ...

4. Once the incremental backup has completed, you will be presented with either a success or a
failure dialog box. The following screen shot shows the successful import. If the backup fails,
record the error string that islisted in the dialog box, and then review the Diagnostics and
Troubleshooting section of this guide.

N |

':o:' The operation completed successfully.

For a video demonstration of performing an incremental backup using Restorify Client, watch
Restorify Client ¢ incremental backup.

Restoing a VM
To restore a VM, you must first export the latest backup image from the Restorify Server repository.
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To restore a VM, use the ExportVm command-line option of the RestorifyConCli.exe tool. You must also
specify the target directory for copying the exported VM (typically a USB drive that will be used to
transport it to the customer site), the user name used by the Restorify Client when backing up the VM,
and the VM GUID. You can find both the user name and the GUID by examining the server repository
sub-directories.

Toexport a VM for later restoration

1. Logon to the server.

2. Open Restorify Server.

3. Inthe Restorify Server Console window, right-click and select Export VM. The following screen
shot shows this option selected.

Resturiﬁr Server Console

VM Name | M size (cB) | Last Backup

3 1/6/2010 1:29:52 PM
Refresh

Settings

Imiport VM

4. Selectalocation to store the exported virtual machine archive.
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Restorify Server Console

Where should the exported virtual machine be stored?

5. Afteryou click Ok, the export proceeds.

REStDrif‘_u" Server Console

Export

Exporting the virtual machine ...

6. The following screenshot shows the successful completion of a server export.
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mRestnriﬁr Server Console

=10 |

VM Name [ v size (cB) | Last Backup

3 1/6/2010 1:29:52 PM

lol The operation completed successfully,

After the export has completed, and the full image has been transported to the customer site, use
Restorify Client to import the VM onto the Hyper-V server.

For a video demonstration of exporting a VM from Restorify Server for restoration, watch
Restorify Server ¢ export.

To import the VM onto the HypeW server

1. Open Restorify Client.

2. Inthe right-hand pane, right-click a VM, and then click Restore The following screen shot shows

the Restore option in the client UL.
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Local Virtual Machines Remaote Backups

aarE

|
I Restore |1:44:17 pM

Refresh

Settings
WS0E-3

Hel
elp
=3

About

3. Restorify will then prompt you to confirm that you are requesting to restore the VM. You are
prompted because it is possible to overwrite an existing VM (of the same name) on the dient,
even if that VM s currently running. The following screen shot shows the page asking for
confirmation.
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EN rRestorify

You are about to restore virtual machine XPA. Click OK to continue

4. Restorify will next require you to enter the location of the exported VM image. This location
typically corresponds to the location of the USB drive, now attached to the customer Hyper-V
server, which was used to transport the VM data to the customer site. The following screen shot
shows the page asking for the location of the exported VM image.
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EN rRestorify

From where should the backup files be restored?

d:\restore

5. After youenter the location, the restore will proceed. The following screen shot shows the
restorationin progress.
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EN rRestorify

Restore: XPA

Copying file XPA.vhd ...

6. If the restoration is successful, you will be presented with the dialog box shown below. If the
restore fails, record the error message listed in the dialog box and then review the Diagnostics
and Troubleshooting section of this guide.

Restore |

':o:' The operation completed successfully,

The following screen shot shows the VM named XPA as now restored and running again on the
Hyper-V host.
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EN rRestorify

Local Virtual Machines Remote Backups

XPA

L ]
. 11/12/2009 1:44:17 PM

WS508-3

watch Restorify Client ¢ restore.

g For avideo demonstration of restoring a virtual machine backup image using Restorify Client,

Reporting
Restorify Server keeps cumulative statistics, including each backup operation performed, the user name,
VM name, file names, source IP address, and time stamp.

Togenerate the Restorify Server report

1. Logon to the server.

2. Open Restorify Server.
3. Inthe Restorify Server Console window, right-dick and select Report. The following screen shot

shows this option selected.
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HRestnriﬁr Server Console =]

VM Name | M size (G8) | Last Backup

3 1/6/2010 1:29:52 PM

Refresh

Settings

Import VM

Export VM

4. Selectadirectoryin which the server report file should be stored. The file will be named
RestorifyServerReport_YYYY-MM-DD-HH-SS.csv.

Restnrify Server Console

Where do you want to save the report file?

ci\restorifyrapor]

5. This screenshot follows the successful generation of a server export.
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Resturiﬁr Server Console

=10 |

VM Name | v size (cB) | Last Backup

3 1/6/2010 1:29:52 PM

':0:' The operation completed successfully,

The following table shows sample report data. Some of the available columns have been omitted.

User Name Commit Time VM Name
HV2\Contoso 12/19/2009 00:38 SBS03-1
HV2\Contoso 12/20/2009 00:30 SBS03-1
HV2\Northwind 12/19/2009 01:14 XPA
HV2\Northwind 12/20/2009 01:16 XPA

Diaghostics andTroubleshooting
The Restorify application event logs are located under Application and Services LogsEvent Viewer
The Restorify Client and Restorify Server eventlogs are separate; their names are as follows.

Restorify Client
Detailed Restorify Client status and diagnostic information can be found in the application event log
called RSTFY GRlestorify.

Restorify Server
Restorify Server uses the log entitted RSTFY SWRestorify.

Error Reporting and Further Assistance

If you encounter an error, please examine the above logs for relevant events. Please send that
information, along with as detailed as possible instructions for reproducing the problem, to
support@restorify.com.
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Appendix I¢ Automating Incremental Backup
You can automate the incremental virtual machine backup scenario described earier in this guide by
using a Scheduled Task in Windows.

To use the command-line to create a scheduled task for automating incremental VM backup

1. OpenaCommand-Prompt window as an administrator.
2. Navigate to the \Program Files\Restorify\Restorify Client\ directory.
3. Run the following command:

RestorifyClien t.exe BACKUP <VirtualMachine GUID>

You can find the required GUID in the directory structure where Hyper-V stores the files for the virtual
machine in question. In this mode of operation, RestorifyClient.exe will not show any windows or
output. Use the Restorify Clientevent log (RSTFYCLI-Restorify) to determine when the command starts
and ends and if it completed successfully.

Appendixll ¢ Differential Copying of a Single File

In addition to incremental backup of virtual machines, Restorify supports differential copying of
individual files. Since a file being replicated in this way is assumed to be large relative to the available
bandwidth, a baseline version mustfirst be copied to Restorify Server manually. In addition, a copy of
the previous version of the file must always be kept on the client so that the client can generate the
proper differential data to send to the server.

Begin by installing and configuring Restorify Server as described above. For this example, we use the
following settings:

The server DNS name is bigserver.domain.com

The server Incremental Backup Port is 8000 and the File Transfer Portis 8001

The server repository locationis D:\RestorifyServer

¢tKS OfASYyld oAttt 0SS O2yySOlAYy3a gAGK Fy | 002dzyi
1 The file to be replicated s called BigFile.ISO

=A =4 -4 =4

In this configuration, the first version of the file must be manually copied to
D:\RestorifyServer\user1\Repository\BigFile.ISO. Verify that userl has read-write access to that
directory.

The RestorifyConCli.exe program may be copied from the server to the client and used to perform
incremental updates. Given the configuration above, subsequent updates to BigFile.ISO can be
propagated from a client machine by running the following command:

RestorifyConCli.exe DiffTransfer userl secret
bigserver.domain.com 8001 8000 c: \ Client \ Old\ BigFile.ISO
c: \ Client \ New BigFile.ISO
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After a successful transfer, the updated file can be found on the serverin the location indicated above
(D:\RestorifyServer\user1\Repository\BigFile.ISO).
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